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VMIAC POLICY AND PROCEDURE MANUAL

Privacy Policy

1. PURPOSE
This Policy outlines VMIAC'’s responsibilities under the Privacy Act 1988 (Cth) and Health Records Act 2001 (Vic) and
its approach to personal and sensitive information.

2. SCOPE

This Policy applies to all personal and sensitive information collected by VMIAC, including that of consumers,
employees, contractors, volunteers, and members of VMIAC.

3. DEFINITIONS

Personal Information’: Personal information or an opinion about an identified individual, or an individual who is
reasonably identifiable:

e whether the information or opinion is true or not; and
e whether the information or opinion is recorded in a material form or not

Sensitive Information2: Information or an opinion about an individual’s:

racial or ethnic origin

political opinions

membership of a political association

religious beliefs or affiliations

philosophical beliefs

membership of a professional or trade association
membership of a trade union

sexual preferences or practices

criminal record.

Sensitive information is a subset of personal information and is subject to a higher level of privacy protection than other
personal information.

Health Information?3: Health information as defined under the Health Records Act 2001 (Vic) is defined as:

e information or an opinion about an individual’'s physical, mental, or psychological health
e information or an opinion about a disability
e any personal information that is collected from an individual while providing them with a health service.

Health information is a subset of personal information. Some health information may also be sensitive information.

1 https://www.oaic.gov.au/privacy/privacy-quidance-for-organisations-and-government-agencies/handling-personal-
information/what-is-personal-
information#:~:text=The%20Privacy%20Act%20defines%20'personal,a%20material %20form%200r%20not

2 https://www.alrc.gov.au/publication/for-your-information-australian-privacy-law-and-practice-alrc-report-108/6-the-privacy-act-
some-important-definitions/sensitive-information/

3 https://ovic.vic.gov.au/privacy/for-the-public/your-privacy-rights/
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4. POLICY

4.1 VMIAC is committed to openness and transparency about the way we manage personal information. We will
adhere to the Privacy Act 1988 (Cth) and the Australian Privacy Principles as a Commonwealth contracted service
provider and state funded incorporated association.

4.2 VMIAC will take reasonable steps to inform you and seek your consent if your personal information is collected or
used by VMIAC.

4.3 You may choose to interact with VMIAC anonymously or under a pseudonym where it is lawful to do so. The value
VMIAC services can provide may be limited if you choose to do so.

4.4 The VMIAC website may contain links to third party websites. These websites are not associated with VMIAC and
not covered by our Privacy Policy.

4.5 VMIAC will appoint a Privacy Officer. The Privacy Officer holds ultimate responsibility for all matters related to
privacy.

Information Collection

4.6 VMIAC collects different types of personal and sensitive information depending on the purpose of your interaction.
VMIAC may collect the following information where it is fair and reasonable to do so:

e Name, address, and contact details

e Date of birth

e Demographic information (such as gender identity or ethnicity) where we are required to collect and report on
this to fulfill our funding or regulatory obligations

e Financial information of suppliers and consumers

e Information about personal circumstances such as mental health conditions or financial circumstances where
you have disclosed this information to VMIAC.

4.7 VMIAC may additionally collect the following information about job candidates and employees:

Employment history

Emergency contact details

Medical information where it is relevant to VMIAC's duty of care
Financial and tax information

Work eligibility

Identity verification

References

Working with Children clearance status and Criminal record checks.

4.8 Failure to provide any of this information as a job candidate or employee may lead to unfavourable employment
outcomes, such as removal from the applicant pool.

4.9 VMIAC will only collect personal information by lawful and reasonable means.

4.10 VMIAC will inform you when your personal information has been collected unless it would be reasonably obvious
to you (e.g. if you provide your name and contact details when submitting an enquiry).

4.11 VMIAC may collect personal information in the following ways:

Directly from you, when you have provided your information to VMIAC

From a nominated representative, whom you have given consent to provide your information on your behalf
From third parties, such as partner organisations

From publicly available information.

ABN 28642080520 2



o VMIAC

Privacy Policy December 2024 by and for consumers
4.12 VMIAC will seek the explicit permission of video call attendees where any part of a video call or webinar is to be
recorded or published.

Use of Information
413 Personal information may be used or disclosed by VMIAC for the following purposes:

Provision of VMIAC services

Marketing communications

Processing a donation

Responding to requests or questions of the relevant individual

Where required or authorised by law

In other circumstances where such use or disclosure is fair and reasonable.

4.14 VMIAC may also disclose personal information where:*

e VMIAC reasonably believes there is a serious threat to an individual’s life, health, safety or welfare or to public
health, public safety or public welfare
e the use or disclosure of personal information is necessary to lessen or prevent the serious threat.

4.15 In most cases, VMIAC will only use your sensitive information for the primary purpose it was collected for.
However, it may also be used:

e For a secondary purpose that is directly related to the primary purpose
e For another purpose, with your consent
e Where required or authorised by law.

4.16 VMIAC staff will not inhibit police investigations by providing untrue or deliberately misleading information to
protect individuals.

4.17 VMIAC may use your contact details to send marketing communications such as emails or SMS. You can
unsubscribe from further communications at any time by using the provided unsubscribe button.

4.18 Unsubscribing will not prevent you from receiving non-marketing communications from VMIAC, such as those
related to your access of VMIAC services.

4.19 VMIAC will retain your information for a minimum of 7 years from the date of its collection.

4.20 VMIAC will securely dispose of or de-identify your information after a period of 7 years unless required to retain it
by law.

4.21 VMIAC will comply with all legal and ethical limitations on the use of ADM (Automated Decision Making) with
personal information.

4.22 If ADM is to be used, VMIAC will explicitly disclose this to you at the time of information collection or as soon as
practical.

Privacy Impact Assessments
4.23 VMIAC must undertake a Privacy Impact Assessment (PIA) if it plans to:

e engage in a new activity or function, or
e substantively change an existing activity or function.

4.24 The PIA must identify the impact that the activity or function might have on the privacy of individuals and set out
recommendations for managing, minimising or eliminating that impact.

4 https://ovic.vic.gov.au/privacy/resources-for-organisations/information-sharing-and-privacy/
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4.25 A PIA should be undertaken early in a project’s life cycle, so as to leave adequate time for making changes or
cancelling the project entirely if necessary.

4.26 A PIA should be regarded as an ongoing process that does not end with the preparation of the PIA report.
Disclosure

4.27 VMIAC will not disclose your information to any entities located outside of Australia, including cloud storage
hosted overseas.

4.28 VMIAC may disclose your information to third party entities:

o Where consent is given
e Ifitis authorised or required by law
e [fitis reasonably necessary to conduct the function of VMIAC services.

4.29 VMIAC will make reasonable efforts to inform you if your information has been disclosed to a third-party entity.
This notification should include what information was disclosed, to what entity, and for what purpose.

Integrity
4.30 VMIAC's approach to information security is detailed in the Information Security Policy & Procedure.

4.31 VMIAC aims to keep your information correct and up to date and will take reasonable steps to ensure all
information it holds about you is correct.

4.32 VMIAC will provide you with a copy of the personal information we hold about you upon request, except where the
law allows or requires us to refuse your request.

4.33 You have the right to request for your personal information to be corrected or updated. VMIAC will comply with
this request unless an exception under the Privacy Act or another law applies.

4.35 You have a right to request erasure of any personal information VMIAC holds about you, except where VMIAC is
required by law to retain your information.

4.36 Verification of your identity may be required before VMIAC can provide you with a copy of your information or
make any changes to it.

Complaints

4.37 If you have any concerns about VMIAC’s management of your personal information, you are encouraged to
contact the Privacy Officer.

4.39 If you are dissatisfied with the outcome of your complaint, you may also lodge a complaint with the Office of the
Australian Information Commissioner, which is a federal body independent of VMIAC.

9. RESPONSIBILITY
Privacy Officer e Ensure VMIAC's continued compliance with the Privacy

Act 1988 (Cth) and Health Records Act 2001 (Vic) and the
Australian Privacy Principles.

e Investigate and resolve any concerns or complaints
relating VMIAC's use of personal information.

e Report any data breaches in line with Australian
Information Commissioner

VMIAC Staff e Only collect personal information where doing so is fair,
reasonable, and necessary for the purpose of the
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interaction.

e Do not use or disclose personal information in an
unnecessary or unauthorised manner.

6. CONSULTATION

The Policy will be reviewed via:

Staff Consultation as per Policy Guidelines

Senior staff review and feedback

CEO/CoM feedback

If necessary, the Policy will go to the Quality Assurance Working Group for review and endorsement
Tabled for approved to CoM

aRroLND =

7. IMPLEMENTATION AND COMMUNICATION

The Privacy Policy will be communicated throughout VMIAC via:

Distribution via email to staff

Inclusion in VMIAC'’s SharePoint Policy & Procedure Folder
Inclusion in VMIAC's Policy & Procedure manuals

Staff orientation

Publication on the VMIAC website

SRS

8. RELATED DOCUMENTS AND LEGISLATION

e Information Security Policy

e Information Security Procedure
e Privacy Act 1988 (Cth)

e Health Records Act 2001 (Vic)

GOVERNANCE

Category Rights, Service Management
Standards 186

Policy owner Committee of Management
Approval authority Committee of Management
Drafted by Kathy Sinclair - Policy Consultant
Date effective 02/12/2024

Date last reviewed 2019

Scheduled review date 2027
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